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Types of DoS attacks and classical ways of mitigation 
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Hackersô Change in Motivation
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Cyber Crime Organizational Chart
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Data Center Security Trends

Å Hackers motivation change

ï From vandalism to financially-motivated

ï Botnets are the main tool against businesses

Å Organized crime manages cybercrime activities, targeting:

ïExtortion of online businesses

ïFinancial fraud

Å Emerging network attacks

ïAttacks that misuse applications and services: Non-vulnerability based 

attacks

ÅUses legitimate application services for malicious activity 

ÅEach attack session behaves like a legitimate user transaction

ÅCannot be detected through a static signature because the attack does not 

exploit a vulnerability in the application

ïExamples: DDoS, HTTP page floods, brute force, application vulnerability 

scanningé
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Single Point Of Failure Res vs. Blend In
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P2P Botnets
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Your IPS is Vulnerable
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Zero-Minute Attacks

Vulnerability-Based Threat Lifecycle

(*) Random Constant Spread (RCS) Model

Attack 
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Signature Detection

TechnologyExposure period Exposure period

Known Threats
Most accurate protection & 

reporting technology
Zero-minute Threats

Newly discovered  

vulnerabilities -

Signature does not exist.

Another approach is 

required

Old Attacks Threat

ñRetiredò attacks which are 

removed from default signature 

profiles due to performance 

considerations

Another approach is required
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IPS Standard Feature Set

Internet

Access Router Web ServersIPS Firewall L2/L3 Switch
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Signature Detection
ÅProtects against known 

Application vulnerabilities

ÅExamples: Worms, Trojans, mail 

& web vulnerabilities, VoIP, etc.

Overload Mechanism
ÅAgainst high load conditions

In-line Operation

Periodic Signature 

Updates
ÅAgainst newly discovered 

vulnerabilities
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Bot-enabled Attack Scenario

Internet
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Typical DDoS Flood Attack Scenario

Legitimate User

Attack Characteristics:

ÅHigh Packets-Per-Second (PPS) rate

ÅHigh Connections-Per-Second (CPS) rate

ÅSmall packets


