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Cybercrime Trends
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DoS attacks
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Non-legitimate usage vulnerabilities
Of applications
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A Hackers motivation change
I From vandalism to financially-motivated
I Botnets are the main tool against businesses
A Organized crime manages cybercrime activities, targeting:
I Extortion of online businesses
I Financial fraud
A Emerging network attacks

I Attacks that misuse applications and services: Non-vulnerability based
attacks

A Uses legitimate application services for malicious activity
A Each attack session behaves like a legitimate user transaction

A Cannot be detected through a static signature because the attack does not
exploit a vulnerability in the application

I Examples: DDoS, HTTP page floods, brute force, application vulnerability
scanni nge
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Excellent
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Your IPS is Vulnerable
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Vulnerability-Based Threat Lifecycle
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(*) Random Constant Spread (RCS) Model
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Signature Detection Periodic Signature

AProtects against known Updates

Application vulnerabilities AAgainst newly discovered

AExamples: Worms, Trojans, mail vulnerabilities

& web vulnerabilities, VolP, etc. ~— J
N
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Access Router/ IPS Firewall L2/L3 Switch  Web Servers

Overload Mechanism
AAgainst high load conditions

In-line Operation
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Typical DDoS Flood Attack Scenario
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