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INTRODUCTION
Over the last 10 years, the status

and construction of Estonia’s govern-
ment databases and information sys-
tems have undergone two major
transformations.  The first began in
the early 1990s, when the paper-
based folder and register system
came to an end, and DBMS-based de-
velopment began.  The second trans-
formation began a decade later and is
still continuing.  The aim is to inte-
grate databases which had been cre-
ated independently of each other into
common data resources that are ac-
cessible over the Internet.

THE ESTONIAN 
GOVERNMENT’S IT POLICY

The cornerstone for the Estonian
government’s IT policy is a document
that is called “Principles of Estonian
Information Policy”.  Its first version
was approved by the Estonian parlia-
ment in 1998, and the government
approved an update in June 2004.
The policy framework was focused on
four major areas – modernisation of
legislation, assistance in the develop-
ment of the private sector, develop-
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ment of communications between the
state and its residents, and acknowl-
edgement of problems which relate to
the Information Society.

In the area of state administration,
the document declared that the devel-
opment of IT applications for the more
effective provision of public services
was a priority.  The aim is to complete
projects which enable electronic com-
munications with the state by 2006:

• Elaboration of IT solutions for
the Web-based provision of all basic
services in an electronic environment;

• Completion of the citizens’ portal
www.eesti.ee, turning it into one of
the primary channels for communica-
tions between the state and the citi-
zen;

• Joining most of the registers and
databases of the Republic of Estonia
with the state information system’s
data exchange layer – X-Road.

The background to these tasks is
the need to develop and integrate the
ICT infrastructures of state and local
government into a general, citizen-
friendly service environment that ob-
serves the principles and requirements
of the development of democracy [5,6].

THE SITUATION WITH
DATABASES

The situation with databases in
the public sector can be described as
follows:  As of July 2004, there were 99
officially registered databases in the
state’s central register of databases.
There are relatively few large data-
bases, but there are numerous small
databases and registers.  Among the
large databases, there are about 10
which are used very actively – consid-
erably more than 1,000 interactions
between the client and the database
each day.  What follows here is a brief
survey of Estonia’s largest databases.

THE POPULATION REGISTER
For years now, this register has op-

erated as a database which counts up
Estonia’s population.  It was estab-
lished by government decree in
September 1995, and it records basic
information about residents and their
place of residence.  Today it is the offi-
cial Population Register for 1.4 mil-
lion people in Estonia.  Data come
from local governments, the structur-
al units of county governments, the
National Citizenship and Immigra-
tion Board, the Foreign Ministry,
Estonian offices abroad and the
courts.  Data from the register are is-
sued to national and local government
agencies when they are needed to ful-
fil tasks that relate to the main func-
tions of government agencies or to
other cases, as determined by law.
Other information users can receive
data if the use is not in conflict with
other legal acts or the statutes of the
register.  Private individuals can al-
ways ask to see records which are be-
ing kept about them.

THE BUSINESS REGISTER
The National Central Business

Register was established and its
statutes were approved by the
Estonian government in October
1995.  The register is kept by an or-
ganisation that is called the Register
Centre of Agencies, Enterprises and
Organisations of Estonia, but it is ad-
ministered by the Ministry of Justice.
The Central Business Register co-op-
erates with other national databases,
is open for use to all interested par-
ties, and receives queries with respect
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user to learn all of the possible details
of interfaces, to remember all of the
necessary PIN codes or to manage all
special agreements with different
database management companies.
To deal with this problem, it was sug-
gested that an environment in which
all of the problems can be solved for
all of the databases should be created.

Similar problems have appeared
in neighbouring countries.  Latvia be-
gan to solve its problem by learning
the principles of the EU’s Interchange
of Data Between Administrations
(IDA) projects [1], while Lithuania
has carried out numerous studies of
distributed systems architecture [9].
We, too, have studied these things.

THE X-ROAD PROJECT
In response to an increasing need

to use databases, registers and other
data resources, Estonia’s Transport
and Communications Ministry
launched the X-Road project, which is
aimed at developing software, hard-
ware and organisational methods for
the standardised use of national data-
bases and information systems
(http://x-tee.riik.ee).  Today the devel-
opment of the X-Road project is su-
pervised by the Ministry of Economic
Affairs and Communications.

PROJECT USERS AND RESULTS
The X-Road project’s solutions in-

clude various real and virtual results:

to all combinations of its data (except
for instances when personal data need
to be protected).  Queries are based on
the registered name or registration
code of a business, a business associa-
tion, a local office of a foreign compa-
ny, a non-profit organisation or a foun-
dation.

OTHER MAJOR REGISTERS
Other large registers in Estonia in-

clude the Land Cadastre, the Traffic
Register, the Passport Register, the
State Register of Construction Works,
etc.  The Land Cadastre consists of
the Land Register, together with
cadastre maps and the cadastral
archive.  The Land Register is a col-
lection of recorded data about cadas-
tral units.

The Traffic Register contains data
about all cars, motorcycles, tractors
and other motor vehicles in Estonia.
There are some 1.1 million records,
and the register receives approxi-
mately 700 interactions per day.  The
database of driver’s licenses contains
data about half a million drivers or so,
and it receives 400 interactions each
day.  The Traffic Register has joined
the EUCARIS system of registering
European automobiles and driver’s li-
censes [2].

The Passport Register stores data
about more than 1 million citizens.
Each citizen can have an ID card
(mandatory) and a passport (option-
al).  The register receives more than
1,000 interactions each day.

PROBLEMS
Local and international audits

have found that from the technical
standpoint, all of Estonia’s large data-
bases are based on standard and mod-
ern solutions.  The general situation
with the main registers is fine – the
quality, security and data configura-
tion of the databases are all first-
class.  There are, however, persistent
problems with data availability.
Government information systems
need more and more data from differ-
ent sources and very quickly.  The
largest databases have special inter-
faces on the Internet, but these inter-
faces have been organised in various
ways for various databases.  Our ex-
perience shows that it is not easy for a

• Software components which can
be used to deal with data manipula-
tion and query operations by using da-
ta from different databases and infor-
mation systems.  This means dialogue
operations between Web browsers and
users and batch processing between
application programmes and databas-
es;

• Authentication and authorisa-
tion for all users, which is the corner-
stone for the development of services;

• A set of standard services for cit-
izens, developed in co-operation with
other projects such as eCitizen, the
digital signature project, etc.  Since
the end of January 2002, every
Estonian has been able to review his
or her personal data from any of the
major Estonian registers and data-
bases, making use of Netscape and/or
MS Explorer Windows for that pur-
pose;

• Standard services for civil ser-
vants – nearly 330 government agen-
cies have joined in the X-Road project
so far;

• A special service centre to man-
age agreements, issue certificates,
provide consultations, etc.;

• Extensive changes in the every-
day activities of people who use the
databases – a reduced consumption of
paper and greater activity among
those who use the Internet.  For users,
the economic advantages lie in the
possibility of making use of a number
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Figure 1. The functional structure of X-Road.
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of free services, including free soft-
ware which enables direct and secure
use of the various databases.  This
means that the project uses free soft-
ware or licensed software which is fi-
nanced by the Ministry of Economic
Affairs and Communications. The 
X-Road service centre provides free
consultations to all participating
partners, and it’s worth noting that
the entire project is based in what is
essentially a free environment – the
Internet.  Finally, the government
earns a return from this project be-
cause it has been able to reject similar
projects and focus just on the X-Road
project.

The X-Road system can be used
in various ways (Figure 1).  People
access the citizens’ portal (Figure 2)
after an authentication process.
This can be achieved through use of
the Estonian ID card or with the
help of the authentication services of
Estonia’s commercial banks (provid-
ed that the user is a client of the rel-
evant bank).

Civil servants access the X-Road
information systems from within
their organisations.  An additional op-
tion for organisations with data secu-
rity issues is a special Mini-
InfoSystem-Portal (MISP).  This can
be used by an organisation as its ASP
service.

The range of X-Road users and
partners is expected to include busi-
ness organisations, too.  Estonia’s
commercial banks and phone compa-
nies are presently the most interested
business partners of the X-Road pro-
ject.

Joining in the X-Road project does
not mean that the role of databases
changes, but it does increase the pro-
ductivity of services because of the in-
creased number of resolved queries.
The database itself runs in the stan-
dard way – it organises data manipu-
lation, develops the technology, etc.
When it comes to data security, the
functionality of the X-Road is very
carefully designed and developed.

The secure servers of databases
and information systems which are
connected to the Internet communi-
cate through encrypted channels.  All
users must go through the authenti-
cation and authorisation process.
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The possibility that someone might
read unauthorised data is completely
excluded.

Last year the Estonian Informatics
Centre developed and added central
and local monitoring stations to the 
X-Road system. The monitoring sys-
tem provides system administrators
with an opportunity to monitor local
servers and other servers over the
Internet, to get diagnostics from dif-
ferent network servers, to collect sta-
tistics, etc.  Data traffic has risen to
between 100,000 and 120,000 interac-
tions per day by now, and the moni-
toring systems help system adminis-
trators to administer the X-Road com-
ponents.

The number of components in the
X-Road functional schema might in-
crease significantly.  We expect that
eventually, the system will involve
more than 100 databases, more than
1,000 different information systems
and MIPS, as well as nearly one mil-
lion residents.  There are already
more than half a million Internet
banking users in Estonia, and the gov-
ernment has plans to issue more than
half a million ID cards by the end of
this year.

THE LATEST DEVELOPMENTS 
IN THE X-ROAD SOLUTION

A new version for the X-Road envi-
ronment was developed over the past
year or so.  New features have been
added, including the SOAP (Simple
Object Access Protocol) protocol in ad-
dition to the XML-RPC protocol.  A so-
lution to use ID cards in governmen-
tal information systems and MISP for
user authorisation and authentication
has been added.  Other features en-
large the functionality of the environ-
ment – sending different types of
XML documents over the system [3,8],
writing operations to the registers,
JOIN-type operations by reading data
from different registers, new versions
of the server software sent to the sys-
tem servers, etc.  All of these modifi-
cations have resulted in a total re-
structuring of the state’s central regis-
ter of databases.  This is the data store
where all governmental information
systems and registers, as well as all 
E-services (queries) are fully descri-
bed (http://www.riik.ee./arr).  

X-ROAD SERVICES FOR CITIZENS
AND CIVIL SERVANTS

Along with other EU member
states, Estonia has a Personal Data
Protection Act, which took effect in
1996.  The act says that every citizen
of Estonia has the right to see the da-
ta which the government maintains
about him or her in its databases.
Before the X-Road project, one had to
go to an accredited processor, submit
an application and then wait for sev-
eral days before receiving the neces-
sary information.  Now, by compari-
son, there’s much less bureaucracy –
all you need is a computer with an
Internet connection, and you can ask
about your driver’s license, your pass-
port, land, motor vehicles, etc.
Answers appear on screen in just a
few seconds.

There are about 30 services for cit-
izens at this time.  The main registers
to offer services are the Traffic
Register, the Business Register, the
Population Register, the Land
Register, the Ship Register, the
Citizenship and Migration Board’s
register, the Pension Insurance
Register, etc.

The citizens’ portal allows anyone
with an Estonian personal ID code to
make queries to those registers.
People can see only their own data –
what kind of car they own, what kind
of driver’s license they have, etc.
People have sometimes discovered er-
rors in their own data, most often in
the Population Register.  Some regis-
ters allow people to indicate or correct
mistakes in their data.

Next let us describe some of the
services that are available through
the citizens’ portal [7].

THE ESTONIAN TRAFFIC
REGISTER

Here we have services which in-
volve databases of motor vehicles and
driver’s licenses.  The former contains
information about registration num-
bers, motor vehicle marks, colours, as-
sembly years, motor power, etc.  It re-
ports as to whether a motor vehicle
has been dispossessed, and it lists the
owner’s name and address (Figure 3).
Queries to the driver’s license register
will reveal the person’s name, birth
date, personal ID code, place of resi-
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business register code, the number of
enterprises that are connected to the
individual, the legal status of compa-
nies (limited liability, not-for-profit,
etc.), the role of the person at the
companies, the registration area, the
entrepreneur’s status, communica-
tions, etc.

THE CITIZENSHIP AND
MIGRATION BOARD REGISTER

This register contains personal
data, along with passport pictures,
signatures and data about docu-
ments.

REGISTRATION 
OF SMALL CRAFTS

Here we have data about a sailing
craft’s property, section of property,
date, ship data, registration number,
registration time, name, home port,
type, construction material, year of
construction, place of construction,
builder and superstructure.

THE LAND REGISTER
The Land Cadastre consists of the

Land Register, cadastre maps and
the cadastre archive.  The Land
Register is a collection of recorded
data concerning cadastre units.
Queries are made by cadastral units
and result in data about cadastral
identification, the official name of a

dence, driver’s license number and
type, stipulations that are attached to
it, its period of validity and its status
(whether or not it is valid at the time
of the query).

THE POPULATION REGISTER
The Population Register offers

various permanent services and one
temporary one.  The temporary ser-
vice is added before elections so that
voters can ascertain that they are
recorded on the voting rolls.

The permanent services include a
display of the individual’s name, gen-
der, date of birth, address, documen-
tation data, nationality, mother
tongue and education.  Two other ser-
vices allow users to note mistakes in
their data.  One has to enter one’s
personal ID code, one’s name and sur-
name and then a statement of the
mistake that is made.  Alternatively,
citizens can change their own statisti-
cal data, including information about
nationality, mother tongue, education
and activities. Changes in the data,
however, can only be made once in 30
days or three times a year.

THE BUSINESS REGISTER
The Business Register allows peo-

ple to see data about their enterpri-
ses – the name of the company, the
duration of its valid registration, its

cadastral unit, its location, the coun-
try code, the local government code,
the registration date, the technical
codes of intended purpose, the per-
centage of independent purpose, the
area, the co-ordinates, etc.

In addition to the aforementioned
registers, services are also available
from the National Pension Insurance
Register, the Health Insurance Regis-
ter, the Bailiff Database and others.

Public institutions need services
for their daily work, and these ser-
vices are received in accordance with
access rights.  A notary, for instance,
can get information about a citizen’s
vehicles from the car database or
about a citizen’s enterprises from the
Business Register.  The police can
find information about driver’s li-
censes.  Public institutions and pri-
vate individuals have similar user in-
terfaces, but the availability of ser-
vices differs on the basis of access
rights.

The following registers are
presently joining the X-Road system:
The Register of the Second Pillar of
Pensions; the Treasury Department’s
information system; the information
system of the Border Guard, a cus-
toms information system, the Labour
Inspectorate’s information system,
the State Register of Job Seekers and
Labour Market Services; the Security
Centre database; the State Register
of Cultural Monuments; the State
Register of Railway Rolling Stock; the
State Railway Register, and the
Register of Estonian Diplomatic
Passports.

CONCLUSION
Information technologies are be-

ing used and will increasingly be used
to make the public sector more effi-
cient and to provide new and im-
proved services to users.  IT con-
tributes to the flow of case handling
and allows civil servants to enjoy
more flexible working conditions.

The first two years of experience
with the X-Road system show that
the solution is increasingly being
used by governmental organisations.
The number of people who use the cit-
izens’ portal rises on a daily basis.
Private companies have now begun to
join the X-Road environment, too.

E-GOVERNMENT

Figure 2. The list of services on the citizens’ portal.
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Other public sector IT projects have
begun to receive more and more in
the way of services from the X-Road
environment. ❏
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Figure 3. An answer from the Traffic Register


